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Whether you use Oracle’s Recovery 
Manager product, a third party tool, or 
write your own scripts, the first 
requirement of a backup and recovery 
protocol is that you have all the pieces 
you need when it is time to recover and 
that you know what to do with them.
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™ To discuss Oracle backup and recovery 
protocols.

™ To define what’s needed to implement a reliable 
backup and recovery system.

™ We will do this by example.
™ Our examples will use Oracle’s Recovery 

Manager product (e.g. RMAN) and custom 
procedures.

™ Most of these issues are common to any 
implementation.

™ RMAN has some unique features that we will 
address.
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™Provide a high level understanding of 
RMAN

™Show you some examples of backup and 
recovery scenarios using RMAN.

™Show you some of RMAN's unique 
features.
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™Oracle says
ƒ “Recovery Manager (RMAN) is an Oracle 

utility that can back up, restore, and recover 
database files.”

ƒ “Recovery Manager uses database server 
sessions to perform the work of backup and 
recovery.”

ƒ “It stores metadata about its operations in the 
control file of the target database and, 
optionally, in a recovery catalog schema in 
an Oracle database.” 
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™Oracle says
ƒ ªManage the complexity of backup and 

recovery operations.º 
ƒ ªMinimize the possibility of human error.º 
ƒ ªMake backups scalable and reliable.º

™RMAN + Legato1 = a solid backup 
system.

( 1. Or any other supported tape management system. )
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™Automates the backup and recovery 
process.

™Lower overhead vs. ALTER 
TABLESPACE BEGIN BACKUP…

™Provides corruption detection.
™Can perform a Tablespace point-in-time 

recovery.

™Can "duplicate" a database.
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™Oracle has been providing automated 
backup and recovery tools since Oracle 
Server version 7.2.

™RMAN was introduced with Oracle8.

™RMAN is fully integrated into the 
database and is part of the base software 
distribution.

™RMAN can provide the basis for a 
reliable backup and recovery system.
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™Recovery catalog vs. DB control files.

™Tape management system.
ƒ Media manager issues (linking).

™Disk files. 
ƒ Target disk space / manual cleanup.

™Retention cycles.
™Backup speed vs. recovery speed.
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™Installation issues.
ƒ Relinking Oracle.

™Configuration (environment variables).

™Recovery Catalog Database.
ƒ Stand-alone database.
ƒ ªHardenedº.

™Control file management.
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™Relinking Oracle ± there are special 
linking options for the media 
management layer depending on the 
platform and version.

™Example: HPUX11 & Oracle 8.0.5
make ±f ins_rdbms.mk ioracle  \
ªLLIBOBK=/usr/lib/libobk.sl ±lcº

See Metalink for platform and vendor 
specifics.
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Tip: On UNIX you can verify that the 
correct library is linked.  On HP-UX use 
chatr and on Solaris use ldd.  
Example:
ldd oracle

libskgxp8.so =>  /$OH/lib/libskgxp8.so
libobk.so =>     /usr/lib/libobk.so
libjox8.so =>    /$OH/lib/libjox8.so
libnsl.so.1 =>   /usr/lib/libnsl.so.1
…
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™ Configuration (environment variables)
NSR_CLIENT ± Specify the client host name.  If 

restoring to a different HOST than what was backed 
up, specify the source host name (i.e. 
NSR_CLIENT=source.company.com).

NSR_SERVER ± Identifies the NSR server.
ORACLE_NLS=$OH/ocommon/nls/admin/data
ORACLE_HOME - Always Used 
ORACLE_SID - Always Used 
LD_LIBRARY_PATH ± Only if NOT using SHLIB_PATH. 

Make sure ª/usr/libº is always placed at the front of this 
path. 

SHLIB_PATH ± Used in place of  LD_LIBRARY_PATH 
for Oracle 8 on HPUX.  Make sure ª/usr/libº is always 
placed at the front of this path. 
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™Recovery Catalog Database
ƒ Recommend stand-alone database
ƒ ªHardenedº
ƒ Create RMAN user

¾ GRANT connect,resource to RMAN 
¾ GRANT recovery_catalog_owner to RMAN 
¾ From a target db,  connect to RMAN
¾ Run $OH/rdbms/admin/cartman.sql

ƒ The recovery catalog must also be backed 
up.

ƒ Must manually delete old catalog records.
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TIP: Controlfile Management

CONTROL_FILE_RECORD_KEEP_TIME=15

This the init.ora parameter determines the 
number of days backup information is kept in 
the control file. In this case, 15 days. 
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™If architecting for an enterprise wide, long 
term backup and recovery solution ± use 
recovery catalog(s).

™If architecting for one, or very few, 
databases, and you just want to get the 
job done ± use control files.

™If you're somewhere in the middle, then 
evaluate your needs and resources, but 
lean toward using a recovery catalog.



Recovery Catalog 
Management

F
A

LL
 2

00
1

T
R

A
IN

IN
G

™Managing Backup Data
ƒ For versions prior to 8.1.6, or when 

compatibility is set to less than 8.1.6, 
repository records are not physically removed 
from the catalog.

ƒ There are OS level scripts to address this if 
your catalog database is getting too large.
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™ RMAN supports a list and report command
™ These commands work for both recovery 

catalogs and control files
™ Oracle says ªThe list command displays all 

RMAN backups (both backup sets and proxy 
copies) and image copies, while the report 
command performs more complex analysis.º

™ The reality is that its not very clear which 
command to use, and the right one is the one 
that gets you the information you're looking for.
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RMAN> list backup of database completed after 
©01-AUG-2001©;
<listing intentionally omitted>

RMAN> list incarnation;

RMAN- 03022: compil i ng c ommand: l is t

Li s t of D ata base I nca r nat i ons
DB Key  I nc Key DB Name  DB I D         CUR Reset SCN  R eset Ti me
-- - -- - - - - -- - - - -- - -- - - - - -- - - -- -- - -- - - - - - - - -- -- - -- - - - - -- - - --
11823   1 1824   AI SP8    549663377     YES 1          1 8- JUL- 1997 12: 09: 53
95710   9 5711   AI SP4    566609480     YES 1          1 2- JUL- 2001 15: 24: 56
1       2       IN T02PD  897539963     YES 1          1 4- AUG- 2000 19: 09: 47
93779   9 3780   AI SD4    3212794226    YES 1          0 8- FEB- 2001 12: 15: 46
98034   9 8035   AI SD2    3272709106    YES 1          2 7- MAR- 2001 23: 17: 06
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RMAN> report schema;

RMAN- 03022: compil i ng c ommand: r eport
Repor t o f da t abase sc hema
Fi l e K- byt es    Ta ble space           RB segs Name
-- - - - - - - - -- - - - -- - -- - - - - - -- - - -- -- -- - - - - - - - - -- -- - -- - - - - - -- - -
1       1 024000 SYSTEM             YE S     / r 1/c 1/ db2c/ ai sp4/ sys te m01. dbf
2        102400 TOOLS              NO      / r 5/c 1/ db2f / ai sp4/ t ools 01. dbf
3       2 048000 SYSRBA             YE S     / r 1/c 0/ db2b/ ai sp4/ sys rb a01. dbf
4       2 048000 SYSRBB             YE S     / r 1/c 1/ db2c/ ai sp4/ sys rb b01. dbf

<The rest has been deleted>
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™Backups ± online, offline, incremental, 
archive logs

™Restores ± full, partial, online, offline

™Restore to a different machine 
™Tablespace point-in-time recovery
™Duplicate database
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Online database backup to disk.  No 
RMAN catalog, uses database control 
files. 
™Set the parameter 

CONTROL_FILE_RECORD_KEEP_TIME in the init.ora
™Make sure the backup destination disk is 

large enough to hold the backup.
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rman target / nocatalog
set snapshot controlfile name to 

‘/backup_disk /snap_SID.ctl'
run {
allocate channel c1 type DISK

format  ‘/backup_disk/SID.C1©;
allocate channel c2 type DISK 

format  © /backup_disk/SID.C2©; 
backup database skip readonly;
release channel c1;
release channel c2;}

exit;
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Use gzip or compress on rman output 
files.  Their size will reduce to about 
10% of their original size.
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Archive backup to disk.  Once the archive 
files are saved they will be deleted. No 
RMAN catalog, uses database control 
files. 
™Make sure the backup destination disk is 

large enough to hold the backup.
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rman target / nocatalog
set snapshot controlfile name to 

`/backup_disk /snap_SID.ctl'
run {
allocate channel c1 type DISK

format  `/backup_disk/SID_ARCH.C1©;
sql "alter system archive log current";
backup archivelog all delete input;
release channel c1;}

exit;
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Online database backup to a Legato 
system. There is an RMAN catalog. 
™Legato correctly linked into Oracle.
™RMAN catalog running in a separate DB.
™Target database registered.
™All environment variables correctly set.
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Tip: The following RMAN command 
can be used to register a database in the 
catalog.

$OH/bin/rman target sys/bogus catalog
rman/pswd@rmandb <<-EON 

register database;
exit;
EON
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rman target / catalog rman/pswd@rmandb 
set snapshot controlfile name to 

©$OB/admin/SID/pfile/snap_SID.ctl©;
run {
allocate channel t1 type ©SBT_TAPE©;
allocate channel t2 type ©SBT_TAPE©;
backup database
skip readonly;
release channel t1;
release channel t2;}

exit;
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The RMAN catalog takes care of all the tape 
management details.
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Tip: Several parameters can have significant 
performance impacts on RMAN backups and 
restores. 

™ The ALLOCATE CHANNEL command
This command is used to parallelize data streams.

™ The SET command. 
Readrate ± can throttle the amount of data read per 

second.
Blocksize - larger block sizes can improve backup 

performance.
™ The filesperset command

This command is used to set the number of files 
created per backup file set.  This can be very 
important for partial restores since Oracle has to 
read an entire backup file set.
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™ init.ora parameters
ƒ buffer size ± I/O buffer size is calculated from the 

parameters db_block_size and 
db_file_direct_io_count.

ƒ large_pool_size ± will allocate memory for channel 
server processes from the large pool, if available, 
when I/O slaves are being used.

ƒ Disk Slaves
¾ backup_disk_io_slaves = 4 should be set for 

Oracle 8.0 databases.  Oracle recommends a 
max of 4.

¾ dbwr_io_slaves > 0 should be set in Oracle 8.1.  
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™ init.ora parameters
ƒ Tape Slaves

backup_tape_io_slaves = true enables one 
tape I/O slave per channel server 
process.
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Archive backup to a Legato system. 
There is an RMAN catalog. 
™Legato correctly linked into Oracle.
™RMAN catalog running in separate DB.
™Target database registered.
™All environment variables correctly set.



Example #4
F

A
LL

 2
00

1

T
R

A
IN

IN
G

rman target / catalog rman/pswd@rmandb 
set snapshot controlfile name to 

©$OB/admin/SID/pfile/snap_SID.ctl©;
run {
allocate channel t1 type ©SBT_TAPE©;
allocate channel t2 type ©SBT_TAPE©;
sql "alter system archive log current";
backup archivelog all delete input;
release channel t1;
release channel t2;}

exit;
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Restore and Recover a corrupt datafile.  
Backups were done using a Legato 
system. There is an RMAN catalog.
™Legato correctly linked into Oracle.
™RMAN catalog running in separate DB.
™Target database registered.
™All environment variables correctly set.
™Recommend renaming ªbadº datafile.
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rman target / catalog rman/pswd@rmandb
set snapshot controlfile name to 

©$OB/admin/SID/pfile/snap_SID.ctl©;
run {
allocate channel t1 type ©SBT_TAPE©;
restore datafile t̀he_bad_one.dbf©;
recover datafile ©the_bad_one.dbf©;
sql "alter database open";
release channel t1;}

exit;
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The following SQL command* can be used 
within Server Manager while connected to the target 
database during a backup or restore to monitor the 
progress:

SELECT sid, serial#, context,
sofar, totalwork, 

ROUND(sofar/totalwork*100,2) "% Complete",
FROM v$session_longops

WHERE compnam = ©dbms_backup_restore©;
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Backup just one tablespace.  Backups 
were done with a Legato system. There 
is an RMAN catalog. 
™Legato correctly linked into Oracle.
™RMAN catalog running in separate DB.
™Target database registered.
™All environment variables correctly set.
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rman target / catalog rman/pswd@rmandb
set snapshot controlfile name to 

©$OB/admin/SID/pfile/snap_SID.ctl©;
run {
allocate channel c1 type ©SBT_TAPE©;
backup tablespace GLTAB;
release channel c1;}

exit;
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ªLike a table export, RMAN TSPITR enables 
you to recover a consistent data set; however, 
the data set is the entire tablespace rather 
than one object. As Figure 8-1 illustrates, 
Recovery Manager does the following: 

1. Restores the specified tablespace backups to a 
temporary auxiliary instance. 

2. Recovers the tablespace. 
3. Exports metadata from the auxiliary instance. 
4. Points the target database control file to the newly 

recovered datafiles. 
5. Imports metadata into the target database. ª
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Backups were done with a Legato 
system. There is an RMAN catalog. 

™ Legato correctly linked into Oracle.
™ RMAN catalog running in separate DB.
™ Target database registered.
™ All environment variables correctly set.
™ This requires that you do some work to 

allow RMAN to create the auxiliary instance.
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rman target / catalog rman/pswd@rmandb
set snapshot controlfile name to 

©$OB/admin/SID/pfile/snap_SID.ctl©;
run {
allocate auxillary channel t1 type ©SBT_TAPE©;
recover tablespace GLTAB until `Sep 23 1999 

17:30';
release channel t1;}

exit;



E
xam

ple #7
FALL 2001

TRAINING



Example #8
F

A
LL

 2
00

1

T
R

A
IN

IN
G

Restore a database to a different, 
ªsimilarº host.  Backups were done with a 
Legato system. There is an RMAN 
catalog. This is an example of duplicating 
without using the ªduplicateº command.
™Legato correctly linked into Oracle.
™RMAN catalog running in separate DB.
™Start the target ªnomountº
™All environment variables correctly set.

ƒ NSR_CLIENT must be set to the name of the 
source host.
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rman target / catalog rman/pswd@rmandb
set snapshot controlfile name to 

©$OB/admin/SID/pfile/snap_SID.ctl©;
run {
allocate channel t1 type ©SBT_TAPE©;
allocate channel t2 type ©SBT_TAPE©;
set newname for datafile

©/u03/oradata/TRGT8/system01.dbf© to 
©/u05/oradata/COPY8/system01.dbf©;

…
restore ( database );
release channel t1;
release channel t2;}

exit;
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™ This is all that is required if restoring from an 
offline backup.

™ Since RMAN does not back up online redo log 
files, a RESETLOGS must be issued.

™ The new database will have to be managed by a 
different recovery catalog.  A ªreset databaseº 
command will also have to be issued.

™ If restoring from an online backup then you must 
also restore the archive log files and perform a 
cancel based recovery before issuing the 
RESETLOGS.
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run {
allocate channel t1 type ©SBT_TAPE©;
restore archivelog until time = S̀ep 23 1999 17:30';
release channel t1;}

exit;

Note: This can be inserted right after the previous 
ªrunº command.  One RMAN session can 
contain multiple ªrunº commands.
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™RMAN duplicate database feature.  

™Two biggest reasons to ªduplicateº 
databases rather than copying:
ƒ Duplicated databases can exist in the same 

recovery catalog ± DBID issues.
ƒ RMAN automates the duplication.  No need 

to create controlfiles, and worry about 
datafiles and archivelog files.
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Duplicate database example.  Backups 
were done with a Legato system. There 
is an RMAN catalog. 
™Legato correctly linked into Oracle
™RMAN catalog running in separate DB
™Can connect as SYS remotely to the target 

database (requires password file)
™Start the auxiliary instance ªnomountº
™Use Oracle 8.1.6 or higher



Example #9
F

A
LL

 2
00

1

T
R

A
IN

IN
G

rman target / catalog rman/pswd@rmandb
run {
allocate auxiliary channel ch1 type ©sbt_tape©;
allocate auxiliary channel ch2 type ©sbt_tape©;
set newname for datafile 1 to 

©/u13/oradata/DUPDB/system01.dbf©;
…

duplicate target database to DUPDB
logfile 
©/u13/oradata/DUPDB/redo01.log© size 512k,
©/u13/oradata/DUPDB/redo02.log© size 512k;

…
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™RMAN does not back up online redo log 
files.  If you're paranoid then you may 
want to save your online redo log files in 
a safe place before starting a full 
recovery.

™RMAN will save your control file and will 
manage its restoration if necessary.

™With RMAN you give up some control.  
There are management issues with 
DBIDs and copying databases, and 
RESETLOGS and database incarnations.
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•Dovetail with other systems, 
unsupported tape systems

•Existing working system

•Assume burden of book keeping 
but eliminate reliance on catalog 
system
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·Allows (requires) you to manage 
disk inventory of archived logs

·But… RMAN handles most 
systems just fine or better

·Use RMAN unless it does NOT fit 
with your situation
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·You probably never want to type a 
backup command directly into the 
interface except for experiments

·Self updating script generation 
keeps the backup set current
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·Back up the control file

·Put all the tablespaces in backup

·Give a list of database files and 
control file to the system 
administrator

·System administrator saves files
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·Take all tablespaces out of backup

·Give a list of the required archived 
logs to the system administrator

·System administrator saves files -
twice to independent media
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·This produces a save set that can be 
opened.

·Generations of f iles can be mixed if 
you have a bad tape

·Double independent save of logs
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·Off line backup: If you have done a 
normal shutdown then you don’ t 
need any.

·Startup restrict and shut down 
again to be sure -- but you wait for 
any rollback to complete.
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Online: Find current log sequence 
before you start backup

select

‘select archive_name from v$log_history where low_change# >= ‘ ||

to_char(first_change#)||’ ;’

from v$log

where status = ‘CURRENT’ ;
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·Generate at start of backup

·Use to get list at the end

·Make sure to switch logs so that 
the end of backup is in the archived 
set to produce a standalone 
recovery set
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·Move or remove previous backup 
of the controlfile (Oracle does not 
overwrite an existing file)

·Can just tack a time on the end if 
your OS allows arbitrary file names
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Example: All online datafiles for the 
whole database

Select file_name

from sys.dba_data_files

where tablespace_name in

(select tablespace_name from sys.dba_tablespaces

where status = ̀ ONLINE');
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Notice this can be used to drive 
backup of any list of tablespaces

Select file_name

from sys.dba_data_files

where tablespace_name in

(<your li st of tablespacesgoes in here!>);
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·Archived logs do not have to be 
part of any particular backup set

·Still generate the list so you know 
which archives will be required to 
roll forward from a given set of f iles

·Complicates off site save sets
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·Allows system administrators to 
bulk dump whole volumes

·Against no other I/O load if at least 
two independent volumes

·Simpli fies record keeping -- but 
RMAN would have done it for you.
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·Notice neither RMAN nor custom 
backup puts online redo logs on the 
backup media

·First step of recovery is to make a 
safe copy of the surviving online 
logs

·Allows multiple recovery attempts
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set echo on time on;                                            
spool /usr/users/bkp/spoolstt.spo;                                     
select ©Start:©||to_char(sysdate,©YYYY /MM/DD HH24MISS©) from dual;              
!/bin/rm -f /usr/users/bkp/test_control.dbf
alter database backupcontrolfile to ©/usr/users/bkp/test_control.dbf©;
alter tablespace SYSTEM begin backup;                           
alter tablespace RBS begin backup;                              
alter tablespace TEMP begin backup;                             
alter tablespace TOOLS begin backup;                            
alter tablespace USERS begin backup;                            
select ©Ready:©||to_char(sysdate,©YYYY /MM/DD HH24MISS©) from dual;              
set echo off time off                                           
select file_name                                                

from sys.dba_data_files                                                     
where tablespace_name in                                     

(select tablespace_name                                   
from sys.dba_tablespaces
where status = ©ONLINE©);
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set echo on time on;                                            
spool /usr/users/bkp/spoolend.spo;                                     
select ©Start:©||to_char(sysdate,©YYYY /MM/DD HH24MISS©) from dual;              
alter tablespace SYSTEM end   backup;                           
alter tablespace RBS end   backup;                              
alter tablespace TEMP end   backup;                             
alter tablespace TOOLS end   backup;                            
alter tablespace USERS end   backup;                            
alter system switch logfile; * **                                                   
select sequence#-1 from v$log where status = ©CURRENT©;                         
select ©Done :©||to_char(sysdate,©YYYY /MM/DD HH24MISS©) from dual;    

* ** Wait for archive to complete. Depending on version, you may be able to use 
alter system archive log current

select * from v$log_history where sequence# = &1;

select archive_name from v$log_history where low_change# >= 4463;


